CocTosiHHe PECTYNHOCTH B chepe MPOTUBOAEHCTBHSI KHOEPNPECTYMHOCTH.

Ha Tepputopun ['pogHeHCKOH 00aCTH 3aperuCTPUPOBAHO MPECTYIUICHUH B chepe
HPOTHBOICHCTBHS KHOEPIPECTYITHOCTH:

2018 r. — 300 mpecTymuieHHiA

2019 r.-930

2020 r. — 2700

2021 r.-1814

2022 r. — 1407

2023 r. — 1529 (w3 xoropeix 1420 — xuimeHus neHEXHBIX cpenacts. 1096 —
COBEPIICHHBIX MYyTeM MOJIU(UKAIMU KOMIbIOTepHOW uHpopmarmu, 301 — myTtem

MOIICHHUYECTBA U 23 — ITyTE€M BBIMOTaTEJIbCTBA).

3a 1 moayroaue 2024 roga B CpaBHEHUHU C AHAJIOTMYHBIM MEPUOJOM MPOLLIOTO
rojga IPOMU3OLIET CYILIECTBEHHBIM POCT MO OTIAEIBHBIM BHIAM IpECTyIUICHUUA. B
gactHocTd, co 101 o 665 Bo3pocino konumyecTBO MoleHHUYecTB, ¢ 14 mo 40
YBEJIUUUIIOCh YUCIIO BBIMOTATEILCTB, C 5 10 47 MpecTyIUICHU 110 HE3aKOHHOMY 000pOTY
cpeAcTB Iuiarexka W uHCTpyMeHTOB (cT. 222 VYK), ¢ 2 pmo 11 npecrymieHu,
npeaycMoTpeHHbIX cT. 340 VK (3aBegomo j10xHO0E cooOI1eHne 00 ONMacHOCTH).

Kak BugHO m3 cratuctuku, kak B 2022-2023 rogax, Tak ¥ B TEKyIIeM TO1y, Ha
tepputopun ['pomHeHCKoN oOnacTu (GUKCHpyeTCs OOJbIIOe KOJIMYECTBO XHUICHUN
JICHEXKHBIX CPEJACTB TpaxkJaH, COBEPIICHHBIX C MCIOJIb30BaHUEM HH(POPMAIIMOHHO-
KOMMYHUKAIMOHHBIX TEXHOJOTHUM, OOJBIIYI0O YacTh KOTOPBIX COCTaBIISIIOT HMEHHO
xumenus (mytem wmomeHHndectBa (ct. 209 VK) m Moaudukanud KOMIBIOTSPHOMH
uHpopmanuu (ct. 212 YK).

XUIleHHe [JCeHEeKHBIX CpPeacTB mnyreM MOAM(PUKANUU KOMIBIOTEPHOUI
HHGoOpMANNM 3J0YMBIIIJIECHHUKAMH COBEPIIAECTCS B PE3yJIbTaTE MOJYYEHHUS JOCTyNa K
OaHKOBCKOMY CYETy C HCIOJB30BAaHHEM TMEPEIAHHBIX BIAACIBIIEM CUETa PEKBU3UTOB
0aHKOBCKOM KapThl, MyTEM JOCTyNa K CUCTEME MHTEPHET-OaHKWHI WJIM K MOOUJILHOMY
YCTPOMCTBY TMOTEPIIEBIIETO Yepe3 yAAICHHbIE TPOTPAMMBI, a TAKXKE C HCIOJIb30BaHUEM
MTOXUIIIECHHOMW WJIY MOTEPSHHOW 0AaHKOBCKOM IJIATEKHOM KapThl.

XullleHUEe MyTeM MOIIEeHHMYECTBA COBEPIIACTCS B PE3yJbTaTe HCIOJIb30BAHUS
MPECTYITHUKOM, TaK Ha3bIBAEMbIX METOJIOB COLMAIBHOM  MHXEHEPUM, KOrJa
MOTEPIEBIIET0 BBIHYXKJIAIOT TMOJT BUIAOM 3BOHKAa OT COTPYJHHUKAa OaHKOBCKOTO
YUPEKICHUS WU TPABOOXPAHUTEIBHBIX OPraHOB JOOPOBOJIBHO OCYIIECTBUTH TEPEBO
JIEHEXKHBIX CPEACTB JJI1 UX COXPAHEHMS HA CUETE WU C 1EIbI0 MOMMKH MONIIEHHUKA, a
TaKXe B Ka4eCTBE MPENOIUIaThl 3a TOBap B (DEMKOBOM HHTEPHET-Mara3uHe, 3a apeHay
KUJTbS U T.]I.

3adukcupoBaHHbie (aKThl BbIMOraTeJbcTBa B VIHTepHETE B OOJIBIICH YaCTH
CBSI3aHbl C BBICKAa3bIBAHMEM TPEOOBAaHMI TEpPEBOJIa JCHEKHBIX CPEJCTB MOJ Yrpo30it
pacrpoCTpaHEHHs] B CE€THU HMHTUMHBIX  MaTE€pUANIOB, «IOMABIIMX» B  PYKH
3JIOYMBIIUICHHUKY B XOJ€ JOBEPUTEIbHOW MEPENUCKM Ha cailTax 3HAKOMCTB, B
COIIMATIbHBIX CETSIX, MECCEeH/Kepax. JlocTym K TakuMm MarepuajiaM 3JI0yMBIITUICHHUK
TaK)K€ MOXET IMOJYyYUTh IMOCIAE B3JIOMA CTPAHUI] B COIMAIBHBIX CETAX M B HHBIX
aKKayHTaXx.



HauboJsiee pacnpocTpaHeHHbIe CXeMbl H CIHOCO0ObI, KOTOPbI€ HCIHOJb3YIT
NMPECTYNMHUKH VISl XHMIIEHUS JIeHEeKHbIX cpeAcTB B ceTu UHTEpHeT.

1. «BHIIMHI» - METOJ COUMAJIbHOM WHXEHEPUM, 3aKIIOYAOUIUNCI B
OCYILIECTBJICHUU TelAe(POHHBIX 3BOHKOB TIpaxjaHaM (KaKk TMpPaBUIO B HHTEPHET-
MEeCCEeHKEpax) OT UMEHU paOOTHUKOB OAHKOBCKUX YUPEXKJACHUMN, MPABOOXPAHUTEIHHBIX
OpraHoB, KOT/ia 3JIOYMBIIUICHHUKH COOOIIAIOT TPaKIaHUHY, YTO KaKOe-TO JIUIo Oe3
BeloMa O(DOPMIIIO HA HEro KpeauT JIMOO COBEPIIACTCS IMOMbITKA XHUIICHUS JEHEKHbBIX
CPEACTB CO CUETA.

Jlnst oTMeHBl KpeauTa, 00 MPEeJOTBPAIICHUS] XHUIIEHHUS JEHEXKHBIX CPEJCTB CO
cyeTa W TMOMMKHA BHHOBHOTO HEOOXOAMMO CPOYHO OGOPMHUTHL HOBBIE KPEAUTHI Ha
MaKCUMAJIbHYI0 CYMMY IIJIaTEKECIOCOOHOCTH, MO0 TIePEBECTH JICHBI'U Ha «0e30TMacHbIN
CUET» WM «3AIUIICHHYIO sTUeKy». JIJisi yOenuTeNbHOCTH K JJAaHHBIM 3BOHKAM (GKEPTBE
TaKK€ HAUYMHAIOT MOCTYNaTh 3BOHKU OT UMEHM paboTHuUKOB Har0anka, COTpYJIHHKOB
OB/l u cnenoBarenei, MOATBEPKIAIOIIMX HAIAYUE TPOOJIEMBI, C IENbI0 yOeKIeHus
OCYIIECTBJICHUSI TEPEBOJOB JCHEKHBIX CPEIACTB MU Yy4YaCTUM B MEPOINPUSITUHU 10
BBISIBJICHUIO IIPECTyNnHUKA. [loTeprneBuieMy MOTYT TAaKK€ BBICBUIATBCS B MECCEHIIKEPE
¢oTorpaduu ciyKeOHBIX YAOCTOBEPEHUMN, 3TOYMBINIUICHHUKA UHCTPYKTUPYIOT KaK ceOs
BecTU mpu oopMiieHHH Kpeauta B OaHke. B maHHOM ciyyae OeHCTBYIOT y4aCTHUKHU
OpraHW30BaHHBIX TIpymn. B psge ciaydaeB TakuM oOpa3oM MOIICHHHKH YOEXKIAarOT
rpaxaad oQopMIISITh KPEIUThl Ha KPYIHBIE CYMMbI, OCYIIECTBUTh HUX IEPEBOJ, B TOM
YyCclie  UMEIOIIMXCST HA  CUETYy  JICHEKHBIX  CPEACTB, Ha MOAKOHTPOJIbHBIE
3JIOYMBIIVICHHUKAM CUY€Ta, W MOXMINAOT UX. [IpecTynmHUKHM JEWCTBYIOT HACTOJBKO
yOeIUTEeNbHO, YTO 3a4acTyl0 TIOTEPIEBIINE OCYIIECTBISIOT TEPEBOJAL B TEUYCHUE
HECKOJIbKAX JHEW, UMes peallbHOE BpeMs NOAyMarTh HaJ mIpoucxoidmmm. Hepenko
3JIOYMBINIJICHHUKH TakKe YOSKIal0T TpaKJaH yCTaHABIMBATh HA MOOMJIBHBIN TenepoH
MPWIOKEHUS ISl YAAJIIGHHOTO JOCTYIa K TeneoHy (BbI MOCIEAHEE BpEMsi, B TOM UYHCIIE
MIPEJICTaBIISISICh pA0OTHUKAMHU KOMIAHUNA COTOBOM CBSI3M), B XOJ€ YETrO CaMu IMOJy4aroT
JOCTYN K TelaedOHy U CUCTeMaM MHTEPHET-OAHKUHT, U CAMOCTOSATEIIBHO OCYIIECTBIISIOT
XUIIEHUE JICHEKHBIX CPEACTB CO CHeTa, B TOM YHUCJE JIUCTAHIIMOHHO OdopMIsia Ha
rpaXKJaH KPEIUTHI.

2. Be6-caiiTbl, UMUTHPYIOIIUE PA3TUYHBIC TPeAUHIOBbIe MIATGOPMBI IS
3apaboTKa JEHEKHBIX cpeAacTB Ha TopraXx. Cmam pekiama O JaHHBIX —caiTax
pacnpocTpaHsaeTcs NOBCIOAY B ceth MHTepHeT. JloBepunBbIE Ipa)KJaHE MEPEeXOIAT IO
CCBUIKE, HE MPOBEPUB HMCTOPHUIO M OT3BIBBI PECYypCa, BCTYIAKOT C TaK HA3bIBAEMBbIMU
PEACTABUTEISIMU OUPKHU B Mepenucky. ['paxknan yoexaaroT B BBICOKUX JI0X0JaX, YEMY
CIIOCOOCTBYIOT ~ COJIep Kalliiecsi Ha pecypce KpacuBble (PEeHKOBbIE OT3BIBBI 00
3(PEKTUBHOCTH TOPTOB. Y OCKIAOT MEPEUHUCIIATh JEHBIM Ha MPEAOCTaBICHHBIC HOMEpa
0aHKOBCKHMX CUETOB, HEPEJAKO Ha KPUNTOKOIIETbKH. J[JIsi yOeauTEeNTbHOCTH CO3/al0T
«GKepTBaM» JIMYHBIC aKKAyHThl Ha JaHHBIX CaWTax, rae SKOObI OTOOPAKAIOTCS CyMMBI
BHECCHHBIX JCHEXKHBIX CPEACTB. A KOrJa 4YEJIOBEK PEIIAET BBIBECTH «UMEIOIIHNE Ha
CUYETY» M BJIOKCHHBIE JIEHbI'M, HAYMHAETCS «UCTOPHUS» O HEOOXOIMMOCTH BHECEHHUS
HAJIOTa, CTPAXOBKHU, KOMIICHCALIMU U T.J., BBIHYK/1asl IOTEPIEBIIETO BHOCUTh OUE€PEIHBIE
CYMMBI JIEHET CPEACTB

4. PUIIMHTOBbIE CAUTHI 0AHKOB, TEATPOB U KHHOTEATPOB.



B ceru WHTepHer cymiecTByeT psjA CaWTOB, MMUTHUPYIOLIUMX TIJaBHbIE BeO-
CTpaHULbl OAHKOBCKHMX YUYPEKICHUN M CTpaHUIbl UHTEpHET-OaHKuHra. JKenas 3aiiTu B
NPUIOKEHUE, TpaKAaHe HILYT CTPAaHUIy HHTEpPHET-OaHKHWHIa CBOEro OaHKa IyTeM
MIOMCKOBOIO 3arpoca B Opay3sepe, 4To Aenarh Hedb3s. Hepeako B mepBbIX pe3yibTaTax
MOMCKA 32 Ha3BaHueM abOpeBHATYphl (DMHAHCOBOTO YUPEKIEHUS KPOETCS CChLIKA Ha
(PMIIMHTOBBIN CalT, BHEIIHE HUYEM HE OTJIMYAIOIIUICS OT OpUTHHANIA (MO0 HANOJIHEHHIO,
IBETYy, paslesiaM W T.1.), HO UMEIOIINI WHON ajJpec B aJpecHOM cTpouke Opaysepa.
OTnM4aTbCst OH MOXKET Jake OJJHUM CHMBOJIOM OT MPAaBWIBHOIO ajipeca. BBoas Ha Takom
caiiTe JJOrMH U NapoJjb BIAJEJNEl cueTa NPeJOCTaBIsAET JOCTYN K UHTEPHET-0aHKUHTY, a
3TO TMOJHBIM JOCTYn K cuery. Yepe3 CUMTaHHBIE MUHYTBHI JICHEKHBIE CpPEICTBa
NEPEBOISTCS 3J0YMBINUICHHUKOM Ha MHOM CYET.

AHANOTMYHO B HMHTEPHETE PACHpPOCTPAHSIOTCS CCHUIKM Ha MOJJEIbHBIE CANTHI
TeaTPpoOB M KMHOTEATPOB. /(151 MOKynku OuiieToB HeoOX0oauMo BBeCTH pekBU3UThl BIIK
u kox noareepxaeHuss uz3 CMC. [lanee NpouCXOOUT XHUIIEHUE JEHEKHBIX CPENICTB C
KapT-cyeTa C HCIOJb30BAaHUEM PEKBU3UTOB KapThl. Hepenko mokynke OWUIIETOB
NpPEILIECTBYET TMEpenucKka co CIydyallHbIM COOECEeHHMKOM B COIMAJIbHOM CeTH,
MECCEHXKEPE, HA CAUTE 3HAKOMCTB.

5. Uuble criocoObl

— 3aBJIaJICHUE JIEHbI'AMH B BUJIE MIPEIOILIATHI IO OOBSIBICHUAM 00 apeH/ie *KUuJibsl,

— 3aBJIAJICHHUE JIEHbI'aMH B XOJI€ MEPEBOJOB JEHEKHBIX CPEACTB B COLUAIILHOM CETU
WIM B MECCEHKepe OOpaTUBLIEMYCS B IEPENUCKE «IPYry» € MPOCHOOU OMOIAKUTH
JeHe:KHbIe CpPeICTBA, WM MEPEeBOJbl B KAueCTBE IMOKEPTBOBAHMM Ha (eHKOBbIC
00BSBJICHUS,

— 3aBJIaJilecHHe MHTHMHBIMH MaTepuajgamMu C MOCIEAYIOUIEM BbIMOraTeIbCTBOM
JCHEKHBIX CPE/ICTB 3a HepasriiamieHue HHPOPMAaLIUH.

PEKOMEH/JAIIMMU rpaxaanam:

- HA TOJ KakuM TMpPEeAJIOrOM HHKOMY He C000IIaTh MOJHbIE PEKBU3UTHI
OaHKOBCKOW IJIATEXHON KapThl, B YACTHOCTU 3 LU(PBI C 0OOPOTHOI CTOPOHBI KapThl,
koabl U3 SMS, nacnopTHble AaHHbBIE, JOTUH U MapoJib OT MHTEepHET-0aHka. He xpaHuTh
UX B OTKPBITOM JIOCTYIIE, HE IEPECHLIATh B COLMANIBHBIX CETSIX U MeCCeHkepax. JlaHHbie
PEKBU3UTHI SBISAIOTCS KIIOYaMH K OaHKOBCKOMY cueTy. Tpu mudpbl ¢ 00OpOTHOM
CTOPOHBI KapThl HY>KHBI JIUIIb JIs1 MOATBEPKICHHS paCXOJHOU ONepaluy;

- HE MIEPEXOIUTH 10 MOJAO03PUTEIBHBIM CChUIKaM

IIpu nmocTynieHuu 3BOHKOB OT UMEHU PA0OOTHMKOB 0AHKOBCKHUX y4pesKIeHU
(mIpaBOOXpPaHUTEIbHBIX OPraHOB) CJIeAyeT 3HATh!

- paOOTHUKM OaHKa HE 3BOHAT B MECCEHDKEpAaX M HE MPOCAT YCTAaHABIMBATH
nporpamMMsbl Jist JOCTyIa K Tenedony;

- COTPYJHMKHU OaHKa MOTYT JIUIIb YTOUHHUTb, IEUCTBUTENHHO JIN JEpKaTesieM KapT-
cdeTa CoBepIIajach OMpeeIeHHAs! pacXoaHas onepaius mno cuery. CoTpyIHUKH OAHKOB
U TPaBOOXPAHUTEIBHBIX OPraHoB HE TpeOYIOT OQOpMIICHHS KPEAUTOB, B XOJE
TeNe(POHHBIX PA3rOBOPOB YYAaCTUH B ITOMMKE 3JIOYMBIIIJIEHHUKOB, MPEJOCTABICHUS
MACIOPTHBIX W WHBIX JIMYHBIX JaHHbIX, pekBu3nToB bIIK, komoB wuz CMC,
OCYLLECTBIICHUS IIEPEBOJIOB JEHEKHBIX CPEJICTB HA UHBIE CUETA;




- B CiIlyyae MaJIeHIIero IOJ03pEHUsI Ha HECAHKIMOHUPOBAHHBIC JICUCTBHUSA CO
CYCTOM COTPYJHUKH OaHKa CaMOCTOSTEIBHO 3a0JIOKHPYIOT OINEpalHio  W/WIu
OAHKOBCKHUU CYET.

IIpu :xenanuu 3apadorath B ceTu UHTEpHET, HEOOX0AUMO NOMHUTD !

- pan  (QelkoBBIX callToB B cerh VIHTepHET TO3WLHUOHHUPYIOT  CeO0s
OUpKaMH/TPEUIMHIOBBIMU TIATPOPMaMH, KOUMU HE SIBJIIOTCS, HET HUKAKUX rapaHTUi
B 3apa00TKe M UCKIIIOYEHUH TOTEPU JIEHEKHBIX CPEICTB,;

- TaKue CalThl MOTYT OBITh CO3/[aHbl 32 CYMTAHHOE BpeMsl U3 JIFOOOM TOYKU MHUPA,
HAUTH UX BIIAJIEIBLIEB KPANHE 3aTPYAHUTEIBHO;

- abcomoTHOE OOJBIIMHCTBO TaKUX CaWTOB HMEIOT B MHTepHeTe KpaitHe
OTPHULIATEIILHBIE OT3BIBbI, KOTOPBIE JIETKO HANTH IyTEM IOUCKOBBIX 3alPOCOB B CETH;

- (peiikoBbIE OMpXKU, KaK MPaBUIIO, CO3/IaHbl (3apETUCTPUPOBAHBI) HE OoJee roaa
Ha3ajl, a TO U MECSIbl 10 Hayana (PyHKIMOHUPOBAHUSA, YTO JIETKO MPOBEPUTH B CETH
WNurepHer;

- 1 3apaboTka B cetu MHTEepHET HYXHBI OOJBIINE MO3HAHUS U OMBIT PaOOTHI C
o(UIMaIbHBIMU U3BECTHBIMU UHTEPHET-PECYPCAMH.

IIpu mnocemieHMM AaKKAYHTOB MHTEPHET-MAara3MHOB, B YacCTHOCTH B CETH
«AHcTarpam», cieayer 3HATh:

- paHee HEeU3BECTHbIE HHTEPHET-Mara3uHbl, padoTaroUMe TOIBKO M0 MPEIOIUIaTe u
Ipeasiaraloliie TOBapbl CTOMMOCTbIO  HW)KE  PBIHOYHOM, HCKIOYUTEIBHO C
MOJIOKUTEIBHBIMU OT3bIBAMU — MAKCUMAJIbHO BBICOKHMI PUCK MIOTEPU CPEACTB;

- (ororpaduu MMErOMUXCS TOBAPOB HAa MHOXECTBE pa3HBIX (POHOB (B Pa3HBIX
MOMEILIEHUAX) — OAMH M3 MPHU3HAKOB (PEMKOBOro marasuHa, JaHHbIE (OTO CKayaHbl B
cetu MHTepHeT;

- To100HbIE (PEMKOBBIE AKKAYHTHI JIETKO CO3/Ial0TCSI B CUMTAHHBIE Yachl, OT3bIBBI U
MOAMUCKA UCKYCCTBEHHO HAKPY4YMBAIOTCS, UX BJAJENbLbI MOTYT HAXOAUTHCSA B JIIOOOH
TOYKE MUPA, YTO YCIIOKHSET UX YCTaHOBJICHUE;

- Oosiee 6€30IMaCHO OCYIIECTBIIATh MOKYIKH B MHTEPHET-Mara3uHax Ha U3BECTHBIX
Y IIPOBEPEHHBIX UHTEPHET-TUIOMIAAKAX (M3BECTHBIX OPEHIOB);

- P OHJIAWH-TIOKYIIKaX PEKOMEHYETCsl HE UCII0JIb30BaTh OCHOBHYIO OAHKOBCKYO
KapTy, a OPOPMHUTHh BUPTYAJIBHYIO U MEPE] COBEPUICHUEM IMOKYIKU NMEPEBOAUTH HA HEE
HEOOXOIUMYIO CYMMY;

IIpu ocyumiecTB/ICeHNH OCTYIIA K CHCTEMe HHTePHEeT-0AHKHHI TOMHHTE!

- HeNlb3sl MCKaTh CalWT MHTEpHET-0aHKa MyTeM IMOUCKOBOTO 3ampoca B Opaysepe.
Anpec caiita OaHka (CTpaHMI[Bl HWHTEpPHET-OAHKMHIa) HY>KHO 3HAaThb W BBOJUTH
«BPYUYHYIO» B @IpeCHOM CTpoke. A Jydile J00aBUTh B CIMCOK 3aKJIafoK Opaysepa, WiH
UCI0JIb30BaTh MOOMJILHOE MPUIIOKEHHE.

O0masicb B COIHMAJIBHBIX CeTHAX, CAMTAX 3HAKOMCTB, IIyTeM IEPEeNUCKH B
MecCCeH/IKepax cjaeayeT MOMHUTDb, YTO 32 aBATAPKOW Apyra Wil 3HAKOMOI0 MOKeT
CKPBHIBATHCS HHOE JIMIO, NbITaloieecs 3aBJa/eTh JIeHEeKHbIMH CPeACTBAMH MJIH
JIMYHBIMU JIAHHBIMH.

[Ipu HeoOxomumocTu (PUHAHCOBBIX MEPEUUCICHUM CIEAYET YIOCTOBEPUTHCS B
JUYHOCTH COOECEeIHUKA C HMCIIOJIb30BAaHUEM IPYTHMX KaHAJIOB CBSA3M (JIMYHAs BCTpeua,
TenedOHHBIN 3BOHOK, 3BOHOK MTOCPE/ICTBOM UHTEPHET-MECCEHIPKEPA).



K coxanenuto, JaTb peKOMEHIAMU O MOBEAECHUH B KaXKJIOM BO3MOYKHOM CJIydae
HEJb34, HO BCEM Tpa)kaaHaM B JIIOOOM CHUTyallud CJleAyeT He TepsTh OJUTEIbHOCTD,
0o0JlyMaHHO OTHOCHUTCSI KO BceMmy Tmpoucxozsmiemy B cetu HWurepuer. Benp B
OOJIBLIIMHCTBE CIy4aeB M3JIUIIHAA JOBEPUYMBOCTH M HEOCMOTPUTEIBHOCTh CaMHUX
Ipa)KJaH COCOOCTBYET COBEPIIEHUIO BBILIECYKa3aHHBIX MPECTYIUICHU.



